Protecting yourself from
online fraud & cyber crime

Jake H. & Chen T.
Cyber Prevent & Protect Officers
Serious Fraud & Cyber Unit, Hertfordshire Constabulary

reféntion First




Report scam emails, texts, websites &
phone calls

Visit www.ncsc.gov.uk/collection/phishing-scams /
www.actionfraud.police.uk

e Forward suspicious emails to
report@phishing.gov.uk ==

Phishing: Spot and report scam
emails, texts, websites and calls
* Forward scam texts to 7726 -
 Report fake/scam websites |
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As of end of June 2022 the NCSC has
received over 12 million reported

Start reporting __a

Please select the option that best
describes you:

scams which has resulted into more
than 86,000 scams being removed
across 159,000 URLs.

T » 24/7 LIVE CYBER REPORTING
AvicTi FOR BUSINESSES
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www.ncsc.qov.uk/cyberaware

ActionFraud

""s"s Report Fraud & Internet Crime "s"s"s

0300 123 2040

www.actionfraud.police.uk

T0 STOP FRAUD'

www.takefive-stopfraud.org.uk
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www.friendsagainstscams.org.uk

GET

ONLINE

org ®

www.getsafeonline.org

citizens

advice

0800 144 8848
www.citizensadvice.org.uk

> Independent
&= Age

www.independentage.org

cifas

The UK’s Fraud Prevention Community

www.cifas.org.uk/individuals

(apply for Protective Registration)

Does it feel like the situation could
aget heated or violent very soon? Is
someone in immediate danger? Do
you need support right away?

Call 999 now.
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Call 101 for :
non-emergency  prevéntion First




www.which.co.uk

Ja ageuk

www.ageuk.org.uk

Senior Watch - Sign up to receive emails from Hertfordshire
Constabulary and Hertfordshire Neighbourhood Watch about
current crime and safety risks. Receive advice about how to spot and

prevent these crimes.

www.owl.co.uk

;--have i been pwned?

https://haveibeenpwned.com

(check if your email or phone number
is involved in a data breach)

The FCA Warning List - This a list of firms that are not authorised or

registered by the FCA and are operating without permission or
running scams. Also check the FCA Financial Services Register before

making an investment.

www.fca.org.uk/scamsmart FINANCIAL
- CONDUCT
AUTHORITY

For Scam, Fraud & Consumer Adyvice, including trustworthy traders,
from Hertfordshire County Council:

1. Visit www.hertfordshire.gov.uk E- SAFS ']
2. Type in ‘scam’ in the search box. ‘w arsip Al

Hertfordshire



Feedback

We hope you enjoyed the talk. Send us an email with your
feedback or fill in the survey below
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Jake Hume & Chen Tsui

Cyber Prevent & Protect Officers
Hertfordshire Constabulary
Email:
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